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Electronic Postmark Service SDK v1.0 — Secure Digital Platform

1. Purpose

The purpose of this Interface Control Document is to provide a detailed description of the interface
between the USPS EPM™ web service and client systems. This document describes the methods
to access EPM functionality as well as the general behavior of the system.
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2. Electronic Postmark System Overview

The Electronic Postmark System provides the means to digitally sign and timestamp various
types of electronic data through an official USPS authority. This process results in the creation of
a USPS Electronic Postmark (EPM). While many forms of secure communication provide security
for electronic data in transit, the EPM provides authenticity, data integrity, and non-repudiation for
electronic data in transit and at rest. This allows the data to be stored and/or transmitted with
assurance of integrity and a verifiable audit trail.

2.1 EPM Service Overview

The EPM service supports both EPM generation and EPM validation operations. An EPM can
generally be applied to most forms of electronic data. The EPM can be used to verify the integrity
and authenticity of electronic data. When generating an EPM, EPM data is returned to the EPM
service client. When validating an EPM, an indicator of EPM validity is returned to the EPM
service client.
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3. Use Cases
3.1  General Electronic Data Postmarking

A USPS EPM customer provides its end users with the ability to store and/or transmit documents
and other forms of electronic data. The electronic data may be sensitive and/or valuable to the
end users so the customer needs to be able to ensure non-repudiation and authenticity as part of
its storage and transmission functionality. In order to ensure non-repudiation and authenticity, an
EPM must be generated for the electronic data through a USPS approved authority.

3.2 EPM Generation

The customer utilizes a service API that accepts the metadata and electronic payload as inputs in
order to generate the EPM. Once inputs are received, the system generates a digital hash over
the payload data, combines the hash, metadata, and a timestamp into an EPM data structure,
then digitally signs the EPM data structure and stores it for audit purposes. The EPM data
structure is then returned to the customer so that the customer can save the EPM to a local file or
data store along with the original data and/or transmit both to a 3rd party. If the customer submits
invalid or insufficient data, the EPM is not generated and the system returns an error to the
customer.

3.2.1 Process Flow

PM Customer

Transmit Gather Request gﬁaﬁﬁi E-TI::?rsc:':i[:
EIEE?:[DENC > piﬂc{:ga?;d > EFM data and > payload and
EPM EPM
-~
EPM
End User
=Metadata & Electronic Payload> <EPM>
SHS EPM Service
¥
Create Create EPM
payload » and store » Return EPM
hash transaction
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A customer may validate data against it's corresponding EPM in order to ensure that the data has
not been altered in any way. The customer utilizes a service API that accepts payload data and an
EPM string as inputs. An indicator of EPM validity is then returned to the customer. The system

returns an error if the customer submits invalid or insufficient data.

3.3.1 Process Flow

EPM
End User

USPS

~———EPM Customer
Receive Extract
electronically payload data Validate
postmarked and EPM from EPM
data transmission

Interpret
FESpRONSeE

Store/l

» display data

b

Feject data

=Raceived payload data & EPM=

L

SHS EPM Service
r

=Nalid/Invalid responsa=

Generate Warify EPM

Werify EPM hash value hash value
sigrature "\ for received and

data timestamp

Page 6 of 35




Electronic Postmark Service SDK v1.0 — Secure Digital Platform

3.4 Trustmark validation

The EPM recipient also receives a trustmark image. Like the EPM, the trustmark image may also
be used to validate that its corresponding data has not been altered in any way. The customer
utilizes a service API that accepts payload data and the trustmark image as inputs. An indicator of
trustmark validity is then returned to the customer. The system returns an error if the customer
submits invalid or insufficient data.

3.4.1 Process Flow

EPM Customer

Store/

Receive Save Validate Interpret display data
Trustmark [ Trustmark Trustmark response

Image

Reject data

EPM
SR <Trustmark image and o _
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3.5 Query EPM validation results

A customer may query for validation requests made for an EPM previously generated in order to
confirm that the recipient received a valid EPM and was able to successfully validate it. The
customer utilizes a service API that accepts transaction number, billing account ID and requester
account ID as inputs. The system uses these inputs to fetch all related validation transactions and
then depending upon the operation used, returns either the most recent validation transaction, or
all of the validation transactions for the provided EPM. The system returns an error if the customer

submits invalid or insufficient data.

Note: the validations results are specific to the EPM. If multiple EPMs are generated for a
particular file the validations list will only return validations for the specific EPM that is sent.

3.5.1 Process Flow

EPM Customer

e Query EPM for Take
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4. Electronic Postmark (EPM) Data Structures and Processing

An EPM is generated to guarantee non-repudiation and authenticity of a set of data, referred to as
the EPM Payload. The EPM Payload represents almost any block of electronic data that can be
expressed as a finite-size array of bytes. EPM Payload data may exist in almost any electronic
form, including structured text, documents, images, binary executables, and compressed
archive files.

4.1 EPM Data Structure and Format

The EPM is a set of XML structured/formatted data defined in the USPS EPM XML Schema. At a
high level, the EPM data structure consists of the following components:

e EPM attributes
e System audit information
e EPM payload metadata

An EPM does not contain actual EPM Payload data. An EPM exists external to the EPM Payload
for which it was generated. In order to ensure that an EPM is associated to the correct EPM
Payload, the EPM customer must make sure to store and/or transmit the EPM Payload data and
EPM in such a way that the relationship between the two is maintained. See the EPM verification
section below for more details on the standards for associating and transmitting EPM Payload
data and EPMs as files.

IMPORTANT NOTE: In order to ensure the continuing validity of an EPM, both the EPM and
the EPM Payload data must be stored and/or transmitted without modification. The EPM
Payload data cannot be modified in any way that might alter the raw binary contents of the
EPM Payload. For example, changing even a single character in a text file or a single
property of an image or document will invalidate the EPM. Also, if the EPM Payload is a file,
then the filename can only be altered if the filename is not included as part of the file contents
(as some applications include the filename in properties which are contained in the contents
of the file). Similarly, the characters and formatting of an EPM cannot be altered in any way
from the point where the EPM is returned in a web service response.

4.1.1 Example EPM XML response

<ElectronicPostmark xmIns="http://des.usps.com/model/shared/v2"
xmins:ns2="http://www.w3.0rg/2000/09/xmldsig#"
payloadHashValue="0Oum99SI7NCOjSWHPVTY4MtqzgPLV3TCbh2dmXMHJIJWONO8UccVB38jn6 XHWLpIK
vJe++003tDIPg4wTxKpxpJQ=="timestamp="2014-09-12T15:27:49.539Z7" transactionNumber="7">

<PayloadMetadata epmPayloadCategory="HEALTH_CARE">

<HealthcareMetadata acceptAcknowledgmentType="Q"

alternateCharacterSetHandlingScheme="V" applicationAcknowledgmentType="R" characterSet="T"
continuationPointer="P" countryCode="US" encodingCharacters="?" fieldSeparator="|"
messageControlld="L" messageDateTime="I" messageProfileld="W" messageType="K"

sequenceNumber="0" versionld="N"/>
<MailPieceMetadata mailerld="123456" providerld="123456">
<Origin emailAddress="edsmith@mail.com" ip\V4Address="192.168.0.1"
ipV6Address="FE80:0000:0000:0000:0202:B3FF:FE1E:8329" macAddress="01:23:45:67:89:ab"
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originatorld="1" personFirstName="Ed" personLastName="Smith" personMiddleName="A"
phoneNumber="555-555-4444" smsNumber="555-555-4444">
<Address addressLocation="123 Main Street" addressType="DOMESTIC"
attentionLine="Ed" countryCode="US" locality="Anywhere" postalCode="29464" stateOrRegion="SC"/>
</Origin>
<Recipient emailAddress="jdoe@mail.com" personFirstName="John"
personLastName="Doe" personMiddleName="A" smsNumber="1231231234">
<Address addressLocation="2387 Clements Ferry Road"
addressType="DOMESTIC" attentionLine="John" countryCode="US" locality="Charleston"
postalCode="29492" stateOrRegion="SC"/>
</Recipient>
</MailPieceMetadata>
</PayloadMetadata>
<SystemAuditinformation desCategoryCode="A" desFederalAgencyCode="123"
desFederalAgencySubCode="45678" desSerialNumber="AB-12345-CD-67890"
desSoftwareVersion="1.0"/>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315#WithComments"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-

sha512"/>
<Reference URI="">
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha512"/>

<DigestValue>9pUCGTB2wEgQUXBY9z/eQN6Crq9xWyqejXztXEEOAPyYzZ2gMMJ8fiFIISXfGFtgJZ
OfRIjTpNeBvaE6sCQOGIA==</DigestValue>
</Reference>
</Signedinfo>

<SignatureValue>URaqC61PQj9R4xLSAwskbDn5aeck4EZH5HjgPSBECcOWC8FjjsXxw9K7WUfRM
TrfKthWwbdM3ghO0cUWdW5XIt/pTBcVK74gsyOPYfpX6sbUzOHahDJ+M2RP8dYybX0KfIJ1UMe6Vk5hgbaU
pL3iMgfRapr8aysDH1735563bRGI7rE/ZEXHDV3m8Q2m80amzlcAgIJWCcTjxCIiELgrxpJ1+FFBSaBXXR0/Tz0
4XjPNCcRaJ8MzjRKOY0yiMLtibtyRfkjREbmQI7jRAQJInIMLk7vL41i6/NecyCz5/0c5z1600i1KK2i2v/8hDZQT]
2kQaiYxV6L2AN64y1XUOeK;|IHrpu3d8WdkJIBUwgTkiIEOQChwrQ479gwZB8vTAzhs5dP2WogUQhtfzb+UD
Ba+gS3EqrJR6xuHmMgdgM747DgKtinN7dGYnkhGYt9pbVHO3HEN+YcHDNrPSEJYuPC39pi47u82unznDfZ9
skjhIx2YT3X8qdsIBUbIWiHo8D4pk2BTKg8+ofirc6EBrdb+vhPQ9ubbRMIp8eiSKJ2RoSpYRPyHy/UDdtz0ro
MYXSBJcJANV3tRIOMx503NSLLj3z7j1IDECXx6YKIt6LIHIVyxJ2ItmxZroZ7/VOHIcG/KET1/EnbloQhbMCb3
19HUjB78fSMg6VEdZKUOuokOIv9G6F6sU=</SignatureValue>

<Keylnfo>
<X509Data>
<X509IssuerSerial>
<X509IssuerName>CN=Electronic Postmark Authority, OU=Digital
Evidencing System,O=United States Postal Service,L=Washington,ST=DC,C=US</X509IssuerName>
<X509SerialNumber>1927522781</X509SerialNumber>
</X509IssuerSerial>
</X509Data>
</Keylnfo>

</Signature>

</ElectronicPostmark>

USPS Page 10 of 35



Electronic Postmark Service SDK v1.0 — Secure Digital Platform

4.1.2 Electronic Postmark

The fields included in the EPM XML data structure are outlined below. For more information on
exact data type and format restrictions, data content limitations or enumeration values, and
requirements on the order of appearance for each of the attributes and elements listed below,
please refer to the ElectronicPostmark definition in the USPS EPM XML Schema document.

Attribute

Field Name /Element

Required Description

Element: ElectronicPostmark

payloadHashValue The EPM Payload data hash
value is a SHA512
cryptographic hash that is
generated over the base 64
encoded EPM Payload data.
Attribute Y Consumers of the EPM can
use this value to determine
whether or not the payload
contents has changed since
the EPM was generated,
ensuring non-repudiation.

timestamp The EPM timestamp indicates
the date and time (in UTC
format) when the EPM was
created.

Attribute Y

transactionNumber The current count of the
number of transactions
processed by a particular EPM
customer

Attribute Y

testTransaction Indicates whether or not the
current EPM transaction is to
be considered a test
transaction for payment
purposes. Will only be
present in the EPM response
if the current transaction is a
test transaction.

Attribute N

Signature The EPM digital signature is
generated in the form of an
industry standard XML Digital
Signature based on the W3C
XML Digital Signature
Element Y recommendation found here:
http://www.w3.org/TR/xmlds
ig-core/. The digital signature
is generated over the entire
EPM and its contents and is
used to provide non-
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Field Name

Attribute
/Element

Required

Description

repudiation and authenticity
of the EPM and the data it
contains.

PayloadMetadata

Element

The EPM payload metadata
consists of various attributes
about the data set for which
the EPM is being generated.
This provides context to the
payload data, to the parties
involved with the payload
data creation, and possibly to
the parties involved with its
use. EPM consumers can
potentially use this
information to identify the
original owner/creator of the
payload data, identify
intended recipients for the
data, and determine the
general type of data that was
postmarked. More detail on
the individual metadata
attributes is provided in the
request details section of the
document below.

SystemAuditinformation

Element

System Audit Information
includes various attributes
about the EPM and the DES
system that created the EPM.
This data is added by the
system during the generation
process and is used for
transaction identification,
system identification, and
other audit purposes.

Element: ElectronicPostmark.SystemAuditinformation

desSerialNumber

Attribute

DES serial number

desSoftwareVersion

Attribute

DES software version

desCategoryCode

Attribute

Indicates type of payment
method:

‘C’ = Commercial

‘G’ = Qualifying federal
agency

‘P’ = Post office

‘A’ = Contract station

USPS
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Field Name

Attribute
/Element

Required

Description

‘M’ = Military

‘S’ = Specimen meter

‘B’ = Same day billing

‘L’ = Don’t have an account
using a shared device

‘T" = Multiple shared PES

‘X’ = Reserviced for USPS use
only

desFederalAgencyCode

Attribute

Specimen =500
Contract Station = 600

Post Office = 700, 400, 410,
420

Military = 800
Commercial = ‘Blank’
Same day billing = ‘Blank’

Internet  Based Delivery
Service = 900

desFederalAgencySubCode

Attribute

If Meter Payment Type = A, M
or P, then the sub-code is the
unit ID of the Post Office.

If Meter Payment Type =S the
sub-code is 1000

securityModuleSerialNumber

Attribute

HSM serial number

securityModuleModelld

Attribute

HSM modNel ID

securityModuleSoftwareVersion

Attribute

HSM software version

securityModuleFirmwareVersion

Attribute

HSM firmware version

securityModuleTokenld

Attribute

2|12 2(<|<

HSM token ID

USPS
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4.1.3 EPM Trustmark image

In version 2 of the service the generate EPM will also return the EPM trustmark image. This image
can also be used in validation, but offers the convienence and asthetics of a trustmark image
instead of an XML string. This following is a sample trustmark image. This image may change and
is only a sample. The image will always include a transaction id, 578 in this case, and a date of

the postmark.
LW
// 578

03,2572016 14:02:10

RED w
eV 7
% %%

ELECTRONIC
POSTMARK
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5. Web Services

The EPM system is a hosted system that exposes EPM-specific operations through a web
service. The web service uses standard SOAP protocols in order to identify which operations are
to be performed and in order to communicate data. The service contract is defined by a standard
Web Service Definition Language (WSDL) document, which identifies web service, operation, and
parameter names and locations. A standard Extensible Markup Language (XML) Schema is also
referenced, which defines all of the USPS EPM data structures required to make use of the
service.

The SDK is designed to abstract these details and provide a simple interface to communicate with
the USPS EPM web service. For details on the SOAP service please reference the version 1 or 2
interface control document for the service.

5.1 Software Development Kit (SDK)

As a user of the SDK you can access either the version 1 or version 2 of the EPM web service.
The primary difference between the two versions is the Meta data and the security encryption
level of the service communication itself.

5.1.1 Requirements

Both a Java and a C#/.net version of the SDK are available for use in communicating with the
EPM web service.

A sample client for using either the Java or C#/.net SDK is included later in this document.

5.1.1.1 Java Requirements
When using the java version of the SDK you will need the following.
e The EPostmarkSDK.jar file
e Javaversion 1.8 JDK or greater
e If you would like to use version 2 of the service you will also need the “Java Cryptography
Extension (JCE) Unlimited Strength Jurisdiction Policy Files” from Oracle for the java JDK you are
using.

5.1.1.2 C#/ .net requirements

When using the C# / .net version of the SDK you will need the following.
e  FilePostmark.dll
e Visual Studio 2015 or greater
e The C#/ .net SDK does not support version 2 of the service at this time.

5.1.1.3 General client inputs
The following are required for the client regardless of the technology platform.

e All messages between your organization and the USPS will be signed and encrypted. Part of this
process requires the use of your organization’s private/public key. One of the inputs to the service
is this key pair which will be used for signature and encryption/decryption purposes. For the Code-
A-Thon you will be provided with a java keystore that already contains this key pair. You can then
provide the SDK the required properties to use this key store. The details of which are covered
below per technology platform.

e The secondary information you will need to provide the SDK are the credentials provided to you
from the USPS during registration. These include your username and password, your account ID,
and your billing ID.
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e The third required item are the actual files or messages that you wish to postmark. These can be
provide as a string, in the case of a message, or a path to the file, in the case of a file.

e The final, and optional, item is the meta data. You can create an object containing metadata
related to your file. The supported meta data is either mail piece meta data or health care meta
data. The details of the metadata are covered in the USPS EPM Service V1.X Interface Document.

5.2 EPM Service Security

The USPS EPM system uses web service security standards (WS-SecurityPolicy) to secure the
messages being sent between the customer and the service. The security policy is defined in the
web service WSDL as part of the service contract and all clients must adhere to the security
policy. In order to make use of the service, customers must create or obtain a valid X.509
certificate and associated private key and provide the public certificate portion to the USPS as
part of the registration process.

The SDK interface allows you to include your client certificate as one of the paramters for
interacting with the service. The sections below provide some guidelines on setting up your
certificate for either the Java or C#/ .net clients.

5.2.1 Using the keystore with the Java SDK

You will need to provide a couple of key pieces of information to the Java SDK about your
keystore. These include the information about the keystore like the key alias and passwords you
used to secure the key. The below is provided as an example and follows the client example
below.

You will need a properties file. In this case | am calling it “client_sign.properties”

The contents describe your keystore.
org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin._keystore.type=jks

(if you select a different keystore type like bouncy castle, you will specifiy the type here)
org.apache.ws.security.crypto.merlin._keystore.password=client-pass

(this is your password for the keystore itself)
org.apache.ws.security.crypto.merlin._keystore.private.password=key-pass
(this is your password for your private key in the keystore)
org.apache.ws.security.crypto.merlin._keystore.alias=clientx509v1

(this is the alias you used in creating your key, see above -al ias)
org.apache.ws.security.crypto.merlin._keystore.file=ClientKeyStore. jks
(this is the name of or your keystore file)

When you create the SDK client you will specify the name of the properties file and your signature username, which is the same as

your alias name for your certificate.
service.setClientKey(propertiesFileName, signatureUN);
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5.2.2 Using the certificate with the C# / .net SDK

You will need to import the certificates into the windows certificate registry for the local user

First import the EPM Service certificate (public key)
Second import the client certificate (private and pulic key pair)

double click the cat-wss-server certificate and select "open*”
push "install certificate" click next

on certificate store screen select "place all certifcates in the following store" option

click browse and pick "trusted root certification authorities"

Certificate Import Wizard ‘@

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

< Back || Mext = | | Cancel

g
click "next"

click "finish"

Click "yes" on the warning

USPS
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now install the client certificate

double click dotNetSDK and click next twice

for the password enter "epmUSPS"

on certificate store screen select "place all certifcates in the following store" option

click browse and pick "trusted root certification authorities"

'.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

the certificate.

(@ Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

click "next"
click "finish"
click " yes" on both warnings

Windows can automatically select a certificate store, or you can spedfy a location for

() Automatically select the certificate store based on the type of certificate

For the C# / .net SDK you need to set the certificate serial number. You can get the serial number

B Certificate

General Details | Certification Path

Show: | <All> v
Field Value
7; Version V3
] serial number 00 0 8f e9 60 29 30 fé e1
_--ngnature algorithm sha256RSA
i Signature hash algorithm sha256
)| Issuer jatwood @deloitte.com, Atwoo...
f Valid from Wednesday, January 27, 201...
;' valid to Thursday, January 26, 2017 3...

|1 ihiart TnnSrnt Ahwunad 1SNC Sarvie

00 £0 8f =9 60 29 30 f6 el

by double clicking on the certificate in windows and then clicking on the details tab.

In this case the value is “O0FO8FE96029930F6E1". This is set in the SDK using the command.

postmark.setClientCertificateSerialNumber ("*O0FO8FE9602930F6EA™) ;

USPS
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5.3 SDK Interface

The following operations are available from the EPM SDK for both the Java and C#/ .net clients.

setCredentials(accountlD, billingID, username, password);
This method allows for you to set you USPS credentials. The CredentialsConfig consists of you
username, password, accountID, and billingID.

getPostmarkForFile(fleName)
This method allows you to generate a EPM for a file. The filename is a local file path to the file you
want to add. The EPM postmark string is returned.

getPostmarkForByteArray(byte[])
This method allows you to generate a EPM for a byte array. The EPM postmark string is returned.

getPostmarkForMessage(message)
This method allows you to generate a EPM for a string message. The EPM postmark string is
returned.

Version 2 only methods

getEPostmarkForFile(fileName)

This method is supported for version 2 of the EPM Service. This method allows you to generate a
EPM for afile. The filename is a local file path to the file you want to add. The EPM postmark
string and the trustmark image are returned.

getEPostmarkForByteArray(byte[])
This method is supported for version 2 of the EPM Service. This method allows you to generate a
EPM for a byte array. The EPM postmark string and the trustmark image are returned

getEPostmarkForMessage(message)
This method is supported for version 2 of the EPM Service. This method allows you to generate a
EPM for a string message. The EPM postmark string and the trustmark image are returned

There are also some batch methods that let you generate or validate EPM postmarks in a batch.

addFileToPostmark(fileName);
This method allows you to add a file to generate a EPM. The filename is a local file path to the file
you want to add.

addByteArrayToPostmark(messagelD, byte[]);
This method allows you to add a generic byte array to generate a EPM. The messagelD is a
unique identifier for the byte array.

addMessageToPostmark(messagelD, Message);

This method allows you to add a string message to generate a EPM. The messagelD is a unique
identifier for the message.
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getAllPostmarks ();

This method will generate a EPM for each file, byte array, and message added. This will be
returned in a map/dictionary collection where the key is the filename or messagelD and the value
is the EPM string.

getAllEPostmarks ();

This is a version 2 only method. This method will generate a EPM for each file, byte array, and
message added. This will be returned in a map/dictionary collection where the key is the filename
or messagelD and the value is an object containing the EPM string and the trustmark image.

addFileToValidate(fileName, epmString);
This method allows you to add a file and EPM string to validate against. The filename is a local file
path to the file you want to add.

addByteArrayToValidate(messagelD, byte[], epmString);
This method allows you to add a generic byte array and EPM string to validate against. The
messagelD is a unique identifier for the byte array.

addMessageToValidate(messagelD, Message, epmString);
This method allows you to add a string message and EPM string to validate against. The
messagelD is a unique identifier for the message.

validateAllEPM

This method will validate the EPMs for each file, byte array, and message added. This will be
returned in a map/dictionary collection where the key is the filename or messagelD and the value
is a Boolean value of true or false.

Version 2 of the service also allows you to validate the EPM using the trustmark image. The
following methods have been added to support this.

validatePostmarkimageForFile(String fileName, byte[] image)
This method allows you to add a file and EPM trustmark image to validate against. The filename is
a local file path to the file you want to add.

validatePostmarkimageForByteArray(byte[] bytes, byte[] image)
This method allows you to add a generic byte array and EPM trustmark image to validate against..

validatePostmarkimageForMessage(String message, byte[] image)
This method allows you to add a string message and EPM trustmark image to validate against.

getLastestValidationForEPM(epmString)

This method is available in version 2 of the service and allows the client to retireve the most
recent validation receipt for the given EPM XML string. The receipt includes the requestor name, if
the validation was successful, the EPM transation ID, and the timestamp of the validation request.
A NULL value will be returned if no validation receipts exist for the provided EPM string.

getAllvValidationsForEPM(epmString)
This method is available in version 2 of the service and allows the client to retireve all of the
validation receipts for the given EPM XML string.
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Methods specific to the Java SDK
The Java SDK requires that you provide a keystore with your client certificate. This is covered
above. The method to provide this is.

setClientKey(propertiesFileName, signatureUN)

Methods specific to the C#/ .net SDK
The C# / .net SDK requires that your client certificate be in the windows certificate keystore. You
then use the following method with the SDK to identify the certificate.

setClientCertificateSerialNumber(NumberAsString);

The C#/ .net SDK also allows the client to work with files in interacting with the EPM service. This
functionality will store the EPM results in a file that can then be used in subsequent validations.
The methods used for this interaction are listed below.

setWorkingDirectory(workingDirectory)
Sets the working directory for creating the EPM file

addPostmark()

After all files, links, and the message are added, this method generates the EPM file in the
directory set above. call getEpmFileName() to EPM file name of the generated file. The EPM file
will contain all of the EPMs generated in one file.

getEpmFileName()
returns the name of the generated file.

getPostmarkedFiles()
Gets a list of all data files, links and message to be postmarked. This also includes the status of
the EPM if it was requested. The list is a collection of EpmFile objects.

validatePostmark()

After all files, links, the message and the EPM file are added, this method makes sure all data files
are valid. If any of the files of the files is not valid, an exception is thrown. If any file cannot be
validated, error details are returned in the postmarked files list. This requires that the EPM file
name be specified using setEPMFile.

setEPMFile(fileName)
This sets the name of the EPM to use with the validation. Throws an exception if file name is
blank or if not a valid EPM file name

5.3.1 Process to use SDK
The process to use the SDK is simple and is outlined below.

The sample code in the following sections mirrors this process.
e The first step is to set you key configuration. This allows the SDK to access and use your
private/public key pair in communicating with the EPM service.
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e The second step is to set your credentials. These are the credentials that the USPS gave you as part
of the registration process.

e The third step is to add the files and/or messages that you want to postmark.

e After this you can call the service method to getAllEPostmarks. This will take each file or message
and use the EPM service to obtain a postmark for it. It will then return a hash map with a key of
the message or file name, and a value of the Electronic postmark in XML. If you are using the
version 2 method you will also get the EPM trustmark image.

e You can then send or store this pair for future use.

The validation process is also very simple.

e Aclient can use the SDK to request validation of a postmark against a file, message, or byte array
by using either the appropriate methods.

e |nversion 2, you can also use the methods to validate using the trustmark image.

e This will return a simple true or false if the file successfully validates
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5.3.1.1 Sample Java Client

import java.util.Map;
import java.util.Map.Entry;

import com.usps.epm.EPMServiceFactory;
import com.usps.epm.EPMServiceVl;

public class EPMClientVl {
public static void main(String args[]) throws java.lang.Exception {
EPMServiceFactory serviceFactory = new EPMServiceFactory();
EPMServiceVl service = serviceFactory.getEPMServiceVl();
// Setup the information about your client PKI certificate properties

service.setClientkey('client_sign.properties™, "clientx509v1™);
// Setup the information about your USPS EPM service credentials

service.setCredentials('CODE-A-THON-JAVA-SDK-001", "CODE-A-THON-JAVA-SDK-001", "code-a-thon-

java-sdk™, "dw98@B2eKEGYmSy');

// example add a text file

String filelD1 = "C:/Dev/hello2.txt";
service.addFileToPostmark(filelD1);

// example add a binary file

String filelD2 = ""C:/Dev/gatorhood. jpg";
service.addFileToPostmark(filelD2);

// example add a string message

String messagelDl = "myMessage';

String messageContent = "The Apple";
service.addMessageToPostmark(messagelD1, messageContent);
// example add a byte array

String messagelD2 = "myBytes';

byte[] messageContent2 = "The quick brown Fox'.getBytes();
service.addByteArrayToPostmark(messagelD2, messageContent2);

// Get a MAP with key of your file or message ID and a value of the EPM XML string

Map<String, String> allEPostmarks = service.getAllPostmarks();

for(Entry<String, String> entry : allEPostmarks.entrySet()) {
// loop through the results and print the postmarks

// normally the postmark would be saved with the original file for future validation

String key = entry.getkey(Q);
String value = entry.getvValue();

System.out.printIn("'For File
System.out.printIn("Postmark

[+key+1");
["+value+"]"");

System.exit(0);
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5.3.1.2 Sample C#/ .net client

This sample application instantiates the postmark object, adds a data file to be postmarked, and
then call the addPostmark() method so the postmark file is created. It then calls getAllPostmarks
to get the file name and the corresponding postmark hash.

using System;
using System.10;
namespace ConsoleApplicationl

{
class Program
{
static void Main(string[] args)
{
try
{

Console _WriteLine("Testing File EPM™);

string filePath = @"C:\dev\hello2.txt";

Postmark postmark = new Postmark();

postmark.setCredentials("'"CODE-A-THON-DOTNET-SDK-001", ** CODE-A-THON-
DOTNET-SDK-001", "‘code-a-thon-dotnet-sdk", "dw98@B2ekEGYm5y');

postmark.setClientCertificateSerialNumber(*'00dfc5608efcd6b6le™);

string epmString = postmark.getPostmarkForFile(filePath);

Console_WriteLine(epmString);

Console _WriteLine(Q);

bool valid = postmark.validatePostmarkForFile(filePath, epmString);

Console_WriteLine("Validation: " + Convert.ToString(valid));

Console.WriteLine(Q);

Consolle.WriteLine('Testing message EPM");

string testMessage = "ABCDEFGHIJKLMNOPQRSTUVWXYZ";

epmString = postmark.getPostmarkForMessage(testMessage);

Console._WriteLine(epmString);

Console_WriteLine(Q);

valid = postmark.validatePostmarkForMessage(testMessage, epmString);

Console_WriteLine("Validation: " + Convert.ToString(valid));

Console_WriteLine(Q);

Console_WriteLine("Testing byte array EPM™);

byte[] byteArray = { 2, 3, 5, 7, 11, 13, 17, 23 };

epmString = postmark.getPostmarkForByteArray(byteArray);

Console_WriteLine(epmString);

Console.WriteLine();

valid = postmark.validatePostmarkForByteArray(byteArray, epmString);

Console_WriteLine("Validation: " + Convert.ToString(valid));

Console.WriteLine();

byte[] imageEPM = postmark.getEPostmarkForFile(filePath);

File.WriteAllBytes(@"C:\dev\TestEPM1. jpg", imageEPM);

valid = postmark.validatePostmarklmageForFile(FfilePath, imageEPM);

Console.WriteLine(""Image File Validation: " +
Convert.ToString(valid));

imageEPM = postmark.getEPostmarkForMessage(testMessage);

File_WriteAllBytes(@"C:\dev\TestEPM2_jpg", imageEPM);

valid = postmark.validatePostmarklmageForMessage(testMessage,
imageEPM) ;

Console_WriteLine("Image Message Validation: " +
Convert.ToString(valid));

imageEPM = postmark.getEPostmarkForByteArray(byteArray);

File_WriteAllBytes(@"C:\dev\TestEPM3.jpg", imageEPM);

valid = postmark.validatePostmarklmageForByteArray(byteArray,
imageEPM) ;

Console.WriteLine("'Image Byte Array Validation: " +
Convert.ToString(valid));

catch (Exception e€)

{

3
Console.ReadKey();

Console_WriteLine("Exception: " + e.Message);
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5.4  Trouble shooting common error conditions

The EPM web service uses the SOAP fault data structure to return errors to the client. The SDK
catches these errors and prints out the error code, ID, and message to the console. The errors will
appears in this format.

Failed to generate EPM: A service error has occurred.
Error Code = 10, Error ID = 15188,
Error Message = Username or password is invalid.

The following table list the possible errors.

Error
Code

Error Message

Error Condition / Notes

100

Requester account id is invalid.

The requester account id specified for the
requesting party is not valid.

101

Requester account id is not authorized to
make this request.

The account id specified for the requesting
party is not authorized to perform the
function as defined by the incoming request.

110

Given customer account id is invalid for
this request.

The billing account id provided in the request
is not associated with a billing account in the
system or is not allowed to perform the
requested operation.

111

Specified customer account has not been
activated.

The billing account id provided in the request
is associated with a customer account that
has not yet been activated or has been
retired.

112

Specified customer account has been
locked.

There is an issue with the customer account
associated with the provided billing account
id and the issue must be resolved before any
requests will be processed.

200

Missing required field(s) or invalid field
value(s).

One or more pieces of input data have failed
validation. Required data may be missing or a
data value may be invalid. If this error code is
returned, the FaultDetail element will
contain a child DataAttributeError element.
The DataAttributeError element will identify
the name of the input field that failed
validation and the reason for the failure.
Failure reasons are defined in the EPM XML
schema and include:
MISSING_REQUIRED_VALUE and
INVALID_DATA.

900

Unable to process request due to an
internal system error.

An unexpected system error has occurred
during processing that prevented the
transaction from completing.

5.4.1 Issues with your certificate
If you receive an error like the following, there may be an issue with your certificate.

USPS
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Exception in thread "main' javax.xml.ws._soap.SOAPFaultException: A security
error was encountered when verifying the message

5.4.2 Issues with your message
If you are missing information in your message you may receive an error like the following.

Failed to generate EPM: A service error has occurred.

Error Code = 200, Error 1D = 15191,

Error Message = Missing required field(s) or invalid field value(s),
Fields: [payloadData]

In this case | did not attach a file to postmark

5.4.3 Validation error for EPM service V1
Version 1 of the EPM service reports a SOAP fault when validation fails. If you receive the
following error, then it means that the file and EPM you sent for validation do not match.

Failed to validate EPM: A service error has occurred.
Error Code = 220, Error ID = null,
Error Message = Validation of EPM data has failed

This will also return a false value. For the V2 of the service you wont see the above message in
the logs and only the false value will be returned.

As part of the SDK design all SOAP faults on the validation call will return a value of false for
validation, regardless of the type of SOAP fault.
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5.5 Using the EPM web service

5.5.1 Customer Registration
Customer registration is a process by which the USPS creates a billing account for the customer
and the customer is provided with a unique identifier for use in billing and making requests to the
EPM web service. In general, the registration process consists of:
1. Setting up a billing account through the USPS billing process and obtaining a set of USPS EPM
credentials (username and password)
2. Creating or obtaining a valid X.509 certificate and associated private key and providing the
certificate to the USPS
3. Obtaining the USPS EPM X.509 certificate

5.5.2 Credentials for the Healthcare Code-A-Thon

.NET SDK
u/n:  code-a-thon-dotnet-sdk
p/w: dw98@B2ekEGYmb5y

RequesterAccountld: CODE-A-THON-DOTNET-SDK-001
BillingAccountld: CODE-A-THON-DOTNET-SDK-001

Java SDK
u/n:  code-a-thon-java-sdk
p/w: dw98@B2ekEGYmb5y

RequesterAccountld: CODE-A-THON-JAVA-SDK-001
BillingAccountld: CODE-A-THON-JAVA-SDK-001
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6. Appendix A — EPM XML Schemas

6.1

USPS

Links to WSDL and Schema locations

Main WSDLs
0 https://epm.usps.post/epm/services/epmWebService-v1?wsdl
0 https://epm.usps.post/epm/services/epmWebService-v2?wsdl
WS-Security policy
O https://epm.usps.post/epm/services/epmWebService-vl?wsdl=des-ws-security-policy-
v2.0.wsdl
0 https://epm.usps.post/epm/services/epmWebService-v2?wsdl=epm-ws-security-policy-

v3.0.wsdl

XSD with element and metadata

(0]

(0]

(0]

https://epm.usps.post/epm/services/epmWebService-v1?xsd=usps-des-shared-model-
v2.0.xsd
https://epm.usps.post/epm/services/epmWebService-v2?xsd=usps-epm-shared-model-
v3.0.xsd
https://epm.usps.post/epm/services/epmWebService-v2?xsd=usps-epm-shared-model-
common.xsd
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7. Appendix B - Setup the sample Java client using the SDK in Eclipse

For this example | am using
e Eclipse Mars release
e SunlJavalJDK 1.8

7.1

Create a new dynamic web project

;

e

File | Edit Mavigate Search Project Run Window Help

Steps

Mew

Open File...

Dynamic Web Project

4

Create a standalone Dynamic Web project or add it to a new or existing Enterprise Application.

Project name: EPM_Client

Project location
+| Use default location

Target runtime

Apache Tomcat v8.0 ¥ New Runtime...

Dynamic web module version

3.1

Configuration

Default Configuration for Apache Tomeat v8.0 bt Modify...

A good starting point for working with Apache Tomcat v8.0 runtime. Additional facets can later be
installed to add new functionality to the project

EAR membership

Working sets

Add project to working sets

Mext > Einish Cancel

Alt+Shift+N #

Fill in the project name and leave the default values.
A New Dynamic Web Project = =

USPS

T

IPA Project I -
Enterprise Application Project

Dynamic Web Project

EIB Project

Connector Project

Application Client Project

Static Web Project

Maven Project

Project...

Serviet
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Create a new resources source folder
£} MNew Source Folder =
i
/7=

Source Folder

Create a new source folder.

Project name:  EPM_Client Browse...

Folder name: | resources Browse...

] Update exclusion filters in other source folders to solve nesting
lgnore optional compile problems

i Einish Cancel

Create a new client class

e New Java Class - O s
Java Class
w/
Create a new Java class.
Source folder: EPM_Client/src Brogwse...
Package: com.company.epm Browse...
Enclosing type:
Name: EPMClientV'1
Modifiers: | public package pr |
| abstract || final stati
Superdass: javalang.Object Browse...
Interfaces: Add...
Which method stubs would you like to create?
public static void main(String[] args)
| Constructors from superclass
¥ Inherited abstract methods
Do you want to add comments? (Configure templates and default value here)
Generate comments
i Einish Cancel
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Add the sample client code from above, adjust the samples files as needed
Java EE - EPM Client/src/com/company/epm/EPMClientV1java - Eclipse
CIBTEE " B EEL, SR, & = -

el EPMClientV1.java
package com.company.epm;

Br

import java.util.Ma
import java.util.Map.Entry;

import com.usps.epm.CredentialsConfig:
m.EEMServiceVl;

import com.us I
import com.us pm.EPMServiceV1Impl;
import com.usps.epm.KeyConfig:

BB
oo oo
TRIT
m @

s
=)

]

public class EPMClientVl |
public static void main(String args[]) throws java.lang.Exception {

a EPMServiceVl service = new EPMServiceV1Impl():
L] ;ﬁrvz“;isééclié;:%;y}ér;at;Kﬁ%anf;géij:h- .

als service.setCredentials (createCredentialsConfig()):

"C:/Dev/hel

.addFileT

String
String ‘
ervice .addMesaage

Map<String, String>

for (Entry<String, String> entry :

String key = entry.getKey():

String value entry.getValue () ;

System.out.println("Fo i
System.out.println("Postmark =

ey+"1") ;

["+value+"]");
2 Console =

You will notice a lot of errors, the next step is to import the EPM SDK
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Add the external jar for EMP under the project porperties in the java build path screen.
1 h Properties for EPM_Client S

type filter text Java Build Path ¥ =
Java Build Path ~
Java Code Styl

Java Compiler

® Source | = Projects’ ® Libraries | % Order and Export
JARs and class folders on the build path:

Java Editor = EPostmarkSDK.jar - CA\Dev Add JARs...
< ®. Apache Tomcat vB.0 [Apache Tomcat vB.0
Javadoc Locati pa . .’ vB.0 [Af i vB.0] Add External JARS...
JavaScript = EAR Libraries
ISP Fragment & JRE System Library [jdk1.8.0_72) Add Variable...

Project Facets Web App Libraries Add Library...

Project Referer

Run/Debug Se Add Class Folder...

Server Add External Class Folder...

Service Policies

Targeted Runti Edit...

Task Repositor ET—
Task Tags
Validation
Web Content £
Web Page Edit

L4 T )_ Apply

2 OK Cancel

In the resources folder add you java keystore with your public/private key and the config file
4 B 5rc
4 @ com.company.epm
1| EPMClientV 1 java
4 (B resources
client_sign.properties
ClientKeyStore jks
m. Libraries

B\ JavaScript Resources

Make sure the properties file contains the correct values for your java keystore

For example only...
org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin
org.apache.ws.security.crypto.merlin_keystore.type=jks
org.apache.ws.security.crypto.merlin.keystore.password=client-pass
org.apache.ws.security.crypto.merlin_keystore._private.password=key-pass
org.apache.ws.security.crypto.merlin.keystore.alias=clientx509v1l
org.apache.ws.security.crypto.merlin_keystore.file=ClientKeyStore. jks
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Set you credentials in the sample client

pr;vate static Creden'lalsConflg createCreden*lalsConflg1} {

ountID

o e B i

£ String ycuxAcccun:T
String billingID = "yourBillingID";
String username = "yourUserName";
String | ord = "yourPasasword":

CredentialsConfig credent
dentials.setAccountID(accountID):
1en_lgls.set51111ngID(u 11ingID)f
entials.setUsername (username) ;
credentials.setPasaword (password) :
return credentials;

ls = new CredentialsConfig()s

}

pr;vate statxc KeyCcnflq createKeyCcnflqt] {

"client sign.propertiea”:

String signatureUN = "clientxS09w1";

KeyConfig config = new KeyConfig():
config.setSignaturePropertiesFileName (signaturePropertiesFileName) ;
config. setSlqnaturnJN{Qi-“afjluTi},

return config:

You should now be able to run the sample client
e}

Java EE - Eclipse

File Edit Navigate Search Project Bun Window Help

- 2w e T =3 B0y Qw Grav 8o, » Dy - e -

= |2 Markers T Properties # Servers ¥ Data Source Explorer L Snippets *. Problems © Console ©@ + Search

: -:lerrmnaled)- EPMCllenl\"Z {i] LJava Application] C\Program Files {xSG]\Jan\;dk'l 80 TZ\bln\ja\raw exe tFeb 11, 2016, 3:40:57 PM]

Invoking generateEpm...
generateEpm.result=<ElectronicPostmark xmlns

"http: ffepm usps. comfmodelfsharedfv?

Invoxlng generaueEpm

Invoking generateEpm
generateEpm.result=<Elect
For File = [C:/Dev/gatorhood.jpg]
Postmark =
Fayload Hashcode =
For File = [myMessage]
Postmark =
FPayload Hashcode =
For File = [C:/Dev/hellol.txt]
Postmark =
Pavlnard Hashenda =

If you see errors consult the trouble shooting section
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¥mlns:ns2= ht'p ffwww w3.org/2000/098/xmldsig#”

generateEpm result= <Elnctronlc°ostmark xmlns—“http //epm.usps. comfmodelfsharedva“ xmlns na2 "http: ffwww w3.org/2000/09/xmldaigé”
3 5016 3:41:10 P . R '

ronicPosatmark ¥mlns="http://epm.usps.com/model/shared/v3" xmlns:nsZ="http://www.w3.org/2000/09/xmldaig#"

[<ElectronicPostmark xmlns="http://epm.usps.com/model/shared/v3" zmlns:ns2="http://www.w3.0rg/2000/09/xmldsig4" payload
[Day2annlddpIKWEbLIings 71bFvZb/KmDHOhgBLaxK+y/gLCOnWWISIczTWyxH1avVee/QQvd+Ug3AgE9z0IJ0CxA=—=

[<ElectronicPostmark xmlns="http://epm.usps.com/model/shared/v3" xmlns:ns2="http://www.w3.org/2000/09/xmldsig#" payload
[1XBucYBuCEgSQBMBx/SAdXIEWWnl/SZ2kifH5qqT1PROQReSINDROmpg6H36B8rfh2EUGYX sy JEeStHIBHQuUtZQ=—

[<ElectronicPostmark xmlns="http://epm.usps.com/model/shared/v3" xmlns:na2="http://www.w3.org/2000/09/xmldsig#" payload
IMM3IRAVA SNreaR PR+ KaHanL7viTINy AeSaFrYOFKT Z23PIS P nSRRAAVRAR T i vkETad ~dARAWE 1 R4 /A Q4 PyUTT Hrid Ddwu==1
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8. Appendix C — Setup the sample .Net client using Visual Studio 2015

8.1 Steps

P Recent NET Framework 4.5.2 = Sort by: Default -| BE® E; Search Installed Templates (Ctri+E) P
4 Installed m Windows Forms Application Visual C# Type: Visual C#
4 Templates = o A project for creating a command-line
4 \isual C# E_I WPF Application Visual C# application
4 Windows &3
Universal Console Application Visual C#
Windows 8 ce
Classic Desktop E_I Shared Project Visual C#
Web st - . . .
b Office/SharePoint 3&! Class Library Visual C#
Android kSt _ ) .
Cloud sﬁ! Class Library (Portable) Visual C#
Extensibility
i0s
LightSwitch
Sihverlight
Test
WCF
Workflow
I Visual Basic
b Online Click here to go anline and find templates.
MName: ConsoleApplication1
Location: ChUsers\fsakr\Documents\Projects\EPMClientTest\ - Browse...
Solution name: ConsoleApplication1 [V] Create directory for solution
[ Add to source control
[ ok || cancel

Create a hew console application
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Add reference to FilePostmark.dll:

Assemblies

* Projects
) Sharad Projacts FilePostmark.dll
cCOoMm

Browse

Recent

You are now able to add your client.

USPS

CAUsers\fsaki\Docu

Search Browse (Cirl+

Mame:
FilePostrnark.dil
Created by:

File Version:
1.0.0.0
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